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Abstract With the increasing popularity of mobile apps, security incidents of mobile apps frequently occur. Accurately
identifying security threats among billions of mobile apps has become an important and difficult topic in information secu-
rity. In the meantime, the increasing number of mobile apps leads to a massive amount of mobile security data, which ena-
bles security analytics for mobile apps. In this article, we illustrate recent research achievements on mobile security ana-
lytics from five different perspectives: User Interface (UI) analytics, identification of repackage apps, consistency check-
ing between apps functionality and security behaviors, context-sensitive detection of malicious behaviors, and client app
management/usage. We also discuss future directions on security analytics for mobile apps, along with challenges in these
directions.
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